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NckntoveHna C++

void on_terminate() {
std::exception_ptr eptr = std::current_exception();
if (eptr) {
try {
std::rethrow_exception(eptr);
} catch (const std::exception &e) {

}

}
abort();

}

std::set_terminate(on_terminate);



CurHansbl Unix

void on_signal(int signo, siginfo_t *info, void *ctx) {

}

struct sigaction sa, old;
memset(&sa, 0, sizeof(sa));
sa.sa_flags = SA_SIGINFO;
sa.sa_sigaction = &on_signal;
sigaction(SIGSEGV, &sa, &old);



CwurHansbl Unix, npobriembl

e Signal safety
http://man7.org/linux/man-pages/man’/signal-safety.7.html

e Pasmep cTeka no ymonyaHuo orpaHuyeH

e CrnoxHocTb nony4eHnsa backtrace



http://man7.org/linux/man-pages/man7/signal-safety.7.html

Bo3MOXXHble apXUTEKTYpbI

e In-process
o OT4yeT opmMmupyeTca BHYTPU NagaroLlero rnpouecca
o Pecypchl orpaHu4yeHsbl
e Out-of-process
o OT4YeT dhopmupyeTcda B ApYyrom rnpouecce
o Wcnonb3ayetca IPC
o lKcnonb3yeTtca ptrace



CTtaHpapTHble cpeactea Android



CtaHpgapTHbIX oTnaavuk debuggerd

https://source.android.com/devices/tech/debug

e Qut-of-process
e T[pebyet yctaHoBku dpnara DUMPABLE:

prctl(PR_SET_DUMPABLE, 1);
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https://source.android.com/devices/tech/debug

Debuggerd, Android <=7

MpoLecc NpUnoXeHns

Ob6paboTunk
curHana

OTnpaBka gaHHbIX

OxunpaHne

( 3aBepLueHne >

OTtnaguuk

pid

Unix
Domain
socket

wake

<i:: accept

PTRACE_ATTACH

I

dopmmpoBaHue
crash penopTta

|

PTRACE_DETACH

tombstone

logcat

11



Debuggerd, Android >= 8
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Tombstone

daunn c crash penopTom

XpaHutca 10 nocnegHux tombstones
HepoctyneH npunoXeHuto

[locTyneH B pexume paspaboTymka
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Tombstone
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Build fingerprint:
Revision: '@’
ABI: 'arm'

'google/sailfish/sailfish:7.1.2/NJH47D/4045516 :user/release-keys’

pid: 14346, tid: 14346, name: r.nativecrashes >>> com.example.user.nativecrashes <<<
signal 11 (SIGSEGV), code 1 (SEGV_MAPERR),
00000000 r2 00000002
ffaiffb8 r6 ffalfdeo
edfo5400 sl ffalfc70
ffalfc2c 1r ec90c8dc

ro 00000000 r1
r4 £f072d4de r5
rg ffaiffb8 r9
ip ec910fcO sp

backtrace:
#00 pc 000018b0O
#01 pc 000018d8
#02 pc 00001900
#03 pc 0000192c

/data/app/com.
/data/app/com.
/data/app/com.
/data/app/com.

example.
example.
example.
example.

fault addr 0x0

r3 00000001

r7 ffaifd2e

fp ffaifc3e

pc ec90c8b@ cpsr 600b60O10

user.nativecrashes-1/1ib/arm/libnative-1ib.
user.nativecrashes-1/1ib/arm/libnative-1ib.
user.nativecrashes-1/1ib/arm/libnative-1ib.
user.nativecrashes-1/1ib/arm/libnative-1ib.

(Java_com_example_user_nativecrashes_MainActivity_crashApp+36)
/system/lib/libart.so (art_quick_generic_jni_trampoline+40)
/system/lib/libart.so (art_quick_invoke_stub_internal+64)

#04 pc 000ae399
#05 pc 000a99c1

SO
SO
SO
SO

(doCrash+16)
(func2+28)
(func1+8)
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ndk-stack

https://developer.android.com/ndk/quides/ndk-stack.html

Y1tunuta ns NDK

McnonbayeT addr2line

TpebyeTt debug cumsonel (DWARF)

[TyTb K OMbNMoTekam ¢ debug cumBonamu:
app/build/intermediates/cmake/debug/obj
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https://developer.android.com/ndk/guides/ndk-stack.html

ndk-stack

*kxkkxkkx* Crash dump: **x*x*kx*xkx*

Build fingerprint: 'google/sailfish/sailfish:7.1.2/NJH47D/4045516:user/release-keys'
pid: 14346, tid: 14346, name: r.nativecrashes >>> com.example.user.nativecrashes <<<
signal 11 (SIGSEGV), code 1 (SEGV_MAPERR), fault addr 0x0

Stack frame #00 pc 000018b0® /data/app/com.example.user.nativecrashes-1/1lib/arm/libnative-1ib.

(doCrash+16) : Routine doCrash at
/Users/user/src/mobius/nativecrashes/app/src/main/cpp/native-1lib.cpp:109

Stack frame #01 pc 000018d8 /data/app/com.example.user.nativecrashes-1/1lib/arm/libnative-1ib.

(func2+28): Routine func2 at
/Users/user/src/mobius/nativecrashes/app/src/main/cpp/native-lib.cpp:117

Stack frame #02 pc 00001900 /data/app/com.example.user.nativecrashes-1/1lib/arm/libnative-1ib.

(func1+8): Routine func1 at
/Users/user/src/mobius/nativecrashes/app/src/main/cpp/native-lib.cpp:125

Stack frame #03 pc 0000192c /data/app/com.example.user.nativecrashes-1/1lib/arm/libnative-1ib.

(Java_com_example_user_nativecrashes_MainActivity_crashApp+36): Routine
Java_com_example_user_nativecrashes_MainActivity_crashApp at
/Users/user/src/mobius/nativecrashes/app/src/main/cpp/native-1lib.cpp:132

Stack frame #©4 pc 000ae399 /system/lib/libart.so (art_quick_generic_jni_trampoline+40)
Stack frame #05 pc 000a99c1 /system/lib/libart.so (art_quick_invoke_stub_internal+64)

SO

SO
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Google play services / Android vitals

PP Google Pley Console = Android Vitals Overview i access
€ Alapplcations B Fish Roll Extreme () Published :
Dashboard
° o - sLow FROZEN STUCK @ T
@ staustics SRR SATE S SAT RENDERING FRAMES WAKE LOCKS WAKEUPS
Androld Vitals v
You can view your app's technical Jlected from a subset of &0S versions, have opted in share
usage and diagnostics data. Learn mare
Overview
ANRs & Crashes ANR (App Not Responding) rate

Percentage of daily sessions during which users experienced at least one ANR. A daily session refers 10 a day during which your app was used
on a device. Leamn more

Deobfuscation files

<> Development tools v
This data is generated between Nov 5, 2016 & Apr 20, 2017

@  Store presence v

. BY APP VERSION BY DEVICE BY ANDROID VERSION

&% User Acquisition v

Monetization G App vession Impacted dally sessions () ANR-free sessions @ Number of daily sessions (

1.4 (500007800) Production 6.01 93.99% ~1k VIEW ANRS

My Customer feedback v (]
1.3 (400009900) 356% 96.44% ~9k VIEW ANRS
1211 (200001900) 413% 95.87% ~8k VIEW ANRS
1,101 (200099900) 1.56% 98.44% ~2% VIEW ANRS
1.100 (200099990) 3.56% 93.99% ~2% VIEW ANRS
1.050 (10005000) EREN 96.44% ~3k VIEW ANRS



[Tpobriembl

- HepocTynHo B KOae NpUoXeHus
- lNpuBaska k cepsmncam Google
- lNoaTtBepxaoeHwe oTnpaBKn OTYETA
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Crashlytics (Fabric)

https://fabric.io/kits/android/crashlytics

e In-process
+ [0OTOBOE peLlleHune
- [lponpueTtapHbIn
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https://fabric.io/kits/android/crashlytics

Bugsnag

https://www.bugsnag.com/ ‘

e In-process
[[OTOBOE peLleHne
+ SDK Cc OTKpbITbIM KOOOM
- HeontumanbHbIM anropmuTtm (NonHbIM Nnepebop cTeka)
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https://www.bugsnag.com/

Google Breakpad

https://chromium.gooalesource.com/breakpad/breakpad

out-of-process

minidump B GuHapHoMm popmarte

UTteHrne minidump 4Yepes yTUnuTbl

o HyxHbl debug cumBoOnbI

o TpebytoT linux

MHOXXeCcTBO niaTtdopMm, OTKPbITbIN KOA
CTtaHpapTHble cpeacTBa HEPaAboTOCNOCODHbI
Hy>XHbl CUMBOJSIbI CUCTEMHBLIX OMONIMOTEK
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https://chromium.googlesource.com/breakpad/breakpad

HockeyApp o. /

https://support.hockeyapp.net/kb/client-integration-android/hockeyapp-for-android-

ndk-early-access

e Early access c 2015 roga

e Vcnonb3yet Google Breakpad
- llogpgep>kka HEMONHOLUEHHAs
- Py4yHoe BHeppeHue Breakpad
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https://support.hockeyapp.net/kb/client-integration-android/hockeyapp-for-android-ndk-early-access
https://support.hockeyapp.net/kb/client-integration-android/hockeyapp-for-android-ndk-early-access

Crasheye

http://www.testplus.us/crasheye

Kntanckum

Ncnonb3yeT Google Breakpad
[ 0OTOBOE pelueHune

- SDK ¢ 3aKkpbITbIM KOOOM

- He onybnunkoBaH B maven

+ & ©
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http://www.testplus.us/crasheye

Bugly

https://bualy.qq.com/

®
[
+

Kntanckum

In-process? (ncrnonbayeTt libunwind)
[ 0OTOBOE pelueHune

SDK ¢ 3aKpbITbIM KOOOM
[1okymeHTaunst Ha KNTaNCKOM

‘ Bugly
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https://bugly.qq.com/

CoffeeCatch

https://qithub.com/xroche/coffeecatch

In-process

setjmp / longjmp

NDK backtrace => java.lang.Error
OTKpbITBIN KOA

cnonbayeTtca pelwueHne ans Java owmnbok
- He pabotaet Ha Android 7.0 u Bbille

+ + & & ©
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https://github.com/xroche/coffeecatch

CobcTBeHHbIN crash reporter
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NDCrash

https://qgithub.com/ivanarh/ndcrash

dopmaTt otyeTa coBmecTuM ¢ ndk-stack
In-process & Out-of-process

C99

5 stack unwinders

Android >=4.0.3

Java wrapper https://github.com/ivanarh/indcrash
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https://github.com/ivanarh/ndcrash
https://github.com/ivanarh/jndcrash

Tpebyemble AaHHbIE:

Backtrace

Tun owmnbkm (Homep curHana)
pid, nma npouecca

tid, nmsa noToka

CocTosiHMe npoueccopa
Coaepxnmoe creka

Memory map
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Twun ownodKun

void on_signal(int Signd, siginfo_t *info, void *ctx) {
ucontext_t *context = (ucontext_t *)ctx;

int pid = getpid();
int B8d = gettid(): CocTosHMe npoueccopa

void *stack = (void*)context->uc_mcontext.arm_sp;

\ Copaepxumoe cteka

e Vws npouecca - [BIGCIRIDICHENRE
o Vms notoka - [SIOCAMDICORN
e Memory map - [SiGCIRIDIRERS
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Backtrace?
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PackpyTka cTeka BbI30BOB (call stack
unwinding)
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cxoaHble fJaHHble

Apxutektypa ARM, 16 pernctpos RO - R15.

R13, SP - agpec BeplunHbl cteka (stack pointer)

R14, LR - agpec Bo3Bparta (link register)

R15, PC - cyetuuk komaHg (program counter, instruction
pointer)

[lepBbIn anemeHT backtrace - 3HavyeHne R15 (PC)
Btopon anemeHT - R14 (LR)
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mMsa yHKUMK, agpec n cMmelleHne?

o OyHKumsa dladdr (in-process)
e AHanu3 memory map 1 symbol table

typedef struct {
/* Wma ¢aunna mopyns. */
const char* dli_fname;
/* BupTyanbHbin agpec, Kyga 3arpyxeH mogysb. */
void* dli_fbase;
/* Wmsi dyHKuymn (umsi cmmBona) */
const char* dli_sname;
/* BUpTyalbHb agpec Ha4dana QyHKuum. */
void* dli_saddr;
} D1_info;
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CTekoBbIN Kaap

‘ HanpaBneHwne pocTa cTteka

BepwwuHa (sp) > JlokarnbHble NnepeMeHHbIe

CoxpaHEHHbIE perncTpbl

e Heobxoanmo n3Bneuyb

agpeca Bo3Bpara
e (CTekoBbIn Kagp
pa3HbIN NS pasHbIX

dYHKL MW

Appec Bo3BpaTa
AprymeHTbl gna func2
JlokarnbHble NnepeMeHHbIe
CoxpaHéHHble perncTpbl
Appec Bo3BpaTa

AprymeHTbl ans funci

YBenunyeHue azipecoB

CTtekoBbIV Kaap
func2

CTtekoBbIN Kaap
func1
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CnocoObl pacKkpyTKu cTeka

e [lonHbIn nepebop (Bugsnag)
e llcnonb3oBaHne DWARF (.eh_frame, .debug frame)
e llcnonb3oBaHne ARM Unwind Tables (.ARM.extab)
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Tabnuubl packpyTtkm cteka ARM (unwind tables)

CeKLl'|/||/| ARM.extab n S arm-linux-androideabi-readelf -u lib.so

ARM.exidx Ox21e8 <func2>: @9x39ac
. . Compact model index: 1

OfOuH anemeHT ang 9x9b vsp = ri11
0x40 vsp = vsp - 4
K Y HKLINW Ox84 0x80 pop {ri11, r14}
KAO q)y H Oxbo finish
CopepikaT UHCTPYKLNK 0xb@ finish
0x2248 <func1>: @0x39b8
PAaCKPYTKN CTEKA Compact model index: 1
Ox9b vsp = r11
0x41 vsp = vsp - 8
Ox84 0x81 pop {r4, ri11, ri14}
Oxbo finish
Oxbo finish
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ANropuTM pacKpyTKu CTeKa

N3MeHEeHHblIe
HavyanbHble 3Ha4YeHunsa
3HaYeHWs! permcTpos
pPerncTpoB
NcnonHeHune RO
i Iouck B HanneHo NHCTPYKL M R1
R1 unwind aCKy e
tables packpy R14
cTeka
- R15
He HanaeHo

< END

)

Y'Y

backtrace

A

- —
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dnarm komnunatopa

e Onar -fexceptions nnu -funwind-tables obsasareneH
e dnarym onTMMmnlaunn:

o -fno-optimize-sibling-calls

o -fno-inline
e AKKypaTHee co strip

S arm-linux-androideabi-readelf -S 1lib.so

[12] .ARM.extab PROGBITS 00021060 02f060 PB6fc GO A O 0O 4
[13] .ARM.exidx ARM_EXIDX 0002f75c 02f75c 00OcfO 68 AL 11 0 4
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bubrnnoTtekn gna packpyTku CcTeka
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CtaHoapTHasa bubnumoTteka (cxxabi)

e Unwind tables

Tonbko
IN-process
Henb3sd
nepenarTb
Ha4anbHoe
COCTOSIHUNE
npoueccopa

_Unwind_Reason_Code callback(_Unwind_Context
xcontext, void *data)
{
unwind_data =*ud
_Unwind_Word pc
if (pc) |
D1_info info;
dladdr((void #*)pc, &info);

(unwind_data *)data;
_Unwind_GetIP(context);

}
return _URC_NO_REASON;

}

unwind_data unwdata;
_Unwind_Backtrace(callback, &unwdata);
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libcorkscrew

[MpnBaTHasa pasgensiemas 6ubnunorteka Ha Android 4.1 -4.4
BoamoxxHa ctatuyeckas fiMHKOBKa

Asbik: C

ApXUTEKTYpbI: arm, mips, x86

[Tognepxka in-process u out-of-process (ptrace)

Bepcua ¢ natyamm ana coopkm noa NDK:
https://github.com/ivanarh/libcorkscrew-ndk
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https://github.com/ivanarh/libcorkscrew-ndk

libunwind

[TpnBaTHasa pasgensiemaa oubnuoteka Ha Android >= 5.0
Bo3moxkHa cTtatuyeckas NIMHKOBKA

Asbik: C

ApPXUTEKTYpPbI: BCE COBPEMEHHbIE

In-process u out-of-process (ptrace)

NmeeT 06€pTKY Ha C++, libbacktrace

Bepcua ¢ natyamm ana coopkm noa NDK:
https://qithub.com/ivanarh/libunwind-ndk
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https://github.com/ivanarh/libunwind-ndk

libunwindstack

bubnunorteka n3 ncxoaHunkos Android >= 8.0
Bo3amo)Ha ctaTnyeckasa NMMMHKOBKA

Asbik: C++ 11

Apxntektypbl. Xx86, x86 64, arm, armo4
[Togaepxka in-process u out-of-process (ptrace)
Bepcua ¢ natyamn gnst cbopkn nog NDK:
https://github.com/ivanarh/libunwindstack-ndk
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https://github.com/ivanarh/libunwindstack-ndk

Toro, pekomeHaauunm

e licnonb3oBaTb out-of-process

e BrLIOop OMBNMOTEKN paCcKpyTKM CTEKA NO:
o ApXUTeKTypam
o A3bIKy NnporpaMMmnpoBaHuns
o Pasmepy Koaa
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Cnacunbo 3a BHMMaHue

e [lpnmepsbl koga https://github.com/ivanarh/ndcrashdemo
e https://source.android.com/devices/tech/debug/
e ARM exception handling ABI http://infocenter.arm.com/help/

topic/com.arm.doc.ihi0038b/IHI0038B ehabi.pdf

KOHTaKThI:

e E-mail: ivan.ponomarev@akvelon.com
e Skype: liveiivan.ponomarev.akvelon
e Telegram: @ivanarh
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